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method. depends on the illumination variance in the image. Therefore, in order to
achieve illumination and contrast invariance, we normalize the image [37].

Let [(x,y) denote the gray value at the pixel (x,y), E and V be the estimated
mean and illumination variance in the image I, respectively, and I,(x,y) stand for the
normalized gray level value at the pixel (x,y).

For all the pixels in the image [, the normalization process is defined as follows

[+.5):
_m2
Eo+ U220 if 1 y) > Ty,
2
E, - M‘i’_)_ﬂ otherwise,

here E, and V, are the desired mean and variance values, respectively. E and V are the
computed mean and variance in the given image, described by

E ==V BNZ3 1), (2)
V= o SV S y) — ) (3)

respectively. In our case, Ey = 100, V, = 100 and T,, = 128. In result of the operation
of luminance levels normalization we obtain image [,,.

In(xry) = (hH

2.2. Median filtering and binarization

In the next step. we perform median filtering and binarization. The filtration is
used for improving the quality of the image, emphasizing details and making processing
of the image easier. The filtration of digital images is obtained by convolution
operation. The new value of point of image is counted on the basis of neighboring
points value. Every value is classified and it has influence on new value of point of the
image after filtration. In the pre-processing part non-linear filtration was applied. The
statistical filter separates the signal from the noise. but it does not destroy useful
information. This is particularly important when applied to images that contain
addresses data with salt and pepper noise coming from e.g. not uniform writing
surfaces. The applied filter is median filter, with mask 3x3. After filtration the
binarization stage is applied. Due to the use of images that contain mostly text, we
decided to use the histogram-based thresholding method. These types of methods are
very efficient when compared to other image segmentation methods because they
typically require only one pass through the pixels. The histogram is computed from all
of the pixels in the image. and the peaks and valleys in the histogram are used to locate
the class in the image. However, the binary image ts given by

1 if In(xry) > Tb,

I,(x,y) = {O otherwise, (4)

where T, is a threshold value, such as the intensity of the first minimum that occurs
after the maximum value of the intensity histogram. Additionally, this technique can be
applied in recursive form, as the method to clusters in the image in order to divide them
into smaller clusters. As result the binary stream of digit is received, which is sent to the
next stage of processing.
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~ 272-,\‘“ .
G(x.3:4,60,)=g(x.v:o)exp —;t—‘l 9)

and g(x.vio) is a Gaussian function with form:

I X5+ v,
LuyO) = eXp| T (10)
( ) 20’ p[ 20"
where
x, =xcosd, + ysixg, . (1
Yy, =-xsiné, +yvcoso,

and o is the standard deviation of the Gaussian envelope along the x and y dimensions,
and A and g, are the wavelength and orientation, respectively.
A rotation of the x — y plane by an angle 8, will result in a Gabor filter at
orientation 6, .
The 6, is defined by
bia

QA:_—(k_l)~ k:1»2~""n HEN’ (12)
n

where n denotes the number of orientations.
A particular Gabor elementary function can be used as the mother wavelet to

generate a whole family of Gabor wavelets. Examples of a particular set of 2D Gabor
wavelets are presented in Fig. 4.

1.8

% axis
8.0

[ O IS N R N

Fig. 4. Gabor Wavelets
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E(x):0.46) =G} (x):0.4.0)+C. (xy:0.40,) (18)

where G, (x.):0.4.6,) and G, (x.y;0,4,6,) are the threshold responses of the

linear symmetric and asymmetric Gabor filters, respectively.

The Gabor Energy feature is also closely related to the local power spectrum.
Local power spectrum features are obtained using the same filter bank as in the
computations of Gabor Energy features:

Plx.yi0.A6)=E (x.v:0.4.6,). (19)

-~

3.3. Zernike moments of power spectrum

Zernike moments (ZM) are the projection of the power spectrum P (x, v, p,6) on
the orthogonal basis V', . The Zernike moments of order p with repetition g are
defined as follows [32.36]:

I NI

V-
M, = Z P (x.y.0, 4.0V, (x.). (20)
-0

b=

The Zernike polynomials:
Vo (x.y)= R, (p)exp(jq?) 21

are a complete set of complex valued functions orthogonal on the unit disk D
x*+ 7 <1, where p>0.and p-|g| is even positive integer.
The polar coordinates (p.0) in the image domain are related to the Cartesian

coordinates (x.y) by:

p=yx +y ., O=arctan(y/x). (22)

The Zernike polynomials ¥, (x,v) are orthogonal basis set and satisty the following

condition:

pead

J‘JAVW X, ) (x, y)dxdy = +l§ S .. (23)

The radial polynomial R, (p) is given by:

(p lal) 2

R/W(p) = ZF/’l(//Ipﬂ’ 2

-0

(24

where

p 1) . (25)

F
A = [p+|</| j,[p ]
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~(0) 201 ) n (0 ()
cll _(jl ‘ lEl - EI ‘ ‘Zl —ZI
+ + . 31

d"NGEZ)=Y
o, o,

; O,

(4]

where [ is the number of the extracted features and o,,. o,. o, are standard
deviations of vector features G. £ and Z over the entire database, respectively.

5. EXPERIMENTAL RESULTS

In this section we present the results of classification with proposed method.
Especially for evaluation experiments, we extracted some digit data from various paper
documents from different sources e.g. mail pieces post code, bank checks, etc. The
character samples were scanned with 600 dpi in color and stored in special data
collections [12] in form 24 bit RGB and 8 bit grayscale images. It is important that in
the case of images with heterogeneous background to perform directional filtering for
0, 45 and 90 degrees. Character image is normalized according to specification of the
second paragraph. Based on geometric and central moments, center of gravity and main
axis angle can be achieved. For experimental purposes, the character image sizes are
ranged from 32x32, 64x64, 128x128 to 236x256 pixels. Similar scenario was carried
out for grayscale levels, where 2,4.8,16,32 and 64 levels were tested. In total, the
datasets contain the digit patterns of above 150 writers. In this way were collected about
1400 different patterns for training and testing sets.

In our solution, we use odd and even component pairs of Gabor filters with the
quadrature phase relationship. Each pair of the Gabor filters is tuned to a specific band
of spatial frequency and orientation. There are some important points to note in
selecting the channel parameters o .4 and 6, . Four values of orientation are used: 0,

8. /4, 3w/8, w2, Sn/8, 3n/d. Tn/8. In our experiments for each orientation we select
three spatial frequencies. This gives a total of 24 Gabor channels (8 orientations
combined with 3 frequencies) [13,19].

The Principal Component Analysis module in proposal system generate a set of data,
which can be used as features in building feature vector stage shown on Fig. 2. For
instance when we use input features from Gabor features and Zernike moments
calculation stage (GEZ) calculation stage. as a result we obtained 18 values vector,
using Cattell's criterion [17]. Thus the use of PCA method [14,17.29] made it possible
to reduce the dimensionality of classification vectors. For proposed method, after
reducing the dimensions of the vector space of 120 features (GEZ) up to 20 in the
prepared application to more than 3 times shorter test sets classification. It turned out
that the reduction of classification vectors atfected the effectiveness of the classification
method used (31). where the characteristics were obtained for the 120 efficiency level of
96.2%. while after reduction to 16 features were obtained 97.9 %o of correctly classified
characters from our database. The best results were obtained for the GEZ character
feature vector using Y"1 E.7) similarity measurement. The results obtained for
testing 5 sets defined in ratio 3.7 of all samples (testing set/learning set).
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INWARIANTNY DESKRYPTOR GABORA-ZERNIKA
DLA ZASTOSOWAN POCZTOWYCH

Streszezenie

W artykule przedstawiono nowe rozwigzanie zadania rozpoznawania znakow
pisanych recznic dla zastosowan pocztowych. Zaproponowano algorvtm klasyfikacji
przesytek pocztowsch dzialajacy na podstawie informacji zawartej w zapisie kodu
pocztowego. Ponadto w artykule opisano podstawowe operacje przetwarzania
wstgpnego 4. filtracje. binarvzacje oraz normalizacje obrazu znaku. Gtéwnym nacisk
polozono na wykorzy stanie filtracji Gabora i momentéw Zernike do uzyskania zbioru
cech na podstawie ktorych rozpoznawano kod pocztowy. Otrzymane wyniki
eksperymentow pozwolity wykazaé skutecznos¢ proponowanej metody. Dodatkowo
w pracy przedstawiono zrodta potencjalnych bleddw w procesie rozpoznawania. jak
rownicz zaproponowano mozlivosci poprawy wynikdéw klasvfikacji.

Stowa kluczowe: rozpoznawanie znakaw, filtracja Gabora. momenty Zernika
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AND STATE SEQUENCE GENERATION FOR CLOSED
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Summary: In this paper there has been provided a ladder diagram formal model as
LD-P/T-system. Closed loop system which consists of the LD-controller model and
the controlled object model is constructed. We propose an algorithm to construct
a state-transition diagram of the system. A fault is detected when an unpredicted state
is generated. Additional benefits from such an approach results in the fact that an
abstraction of the transition diagram of this controller is possible, which can be used
for LD-VHDL transformation into FPGA implementation.

Keywords: DES, Petri nets. PLC. ladder diagram

1. INTRODUCTION

Examples of Discrete Event System (DES) can be found in automated production.
In such a system, programmable logic controllers (PLCs) have been widely used.
Programming languages for PLC are standardized (IEC 61131-3 2003). Ladder diagram
(LD) is one of them and is very popular. Several approaches have been proposed [5, 7,
12] for fault detection in a sequential control system. In this paper a ladder diagram
formal model is provided as LD-P/T-system. Closed loop system which consists of the
LD-controller model and controlled object model is constructed. We propose an
algorithm to construct a state-transition diagram of the system. A fault is detected when
an unpredicted state is generated. Additional benefits from such an approach results in
the fact that an abstraction of the transition diagram of this controller is possible, which
can be used for LD-VHDL transformation into FPGA implementation [4].

This article is structured as follows: section 2 presents some background on Petri
net, and provides formal models: some class of DES as I-P/N-system, B-system, section
3 is devoted to the brief description of LD, in section 4 we define LD-P/T-system and
model of closed loop system (controller-plant). Algorithms are printed in the appendix.
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2. PETRINETS

Petri nets are a mathematical and graphical tool that can find application in many
fields of science and engineering. Their characteristic feature is the ability of modeling
the concurrency. The occurrence actions, under some conditions, is a natural
phenomenon due to which Petri nets are perceived as a formal tool for modeling
discrete event systems (DES) [6].

Definition 1.[10]

A. Petri net is a 3-tuple PN = ( P, T, F), where:

P =1p1, p2, ... pm} is a finite set of places,

T ={t), . ... t,} is a finite set of transitions,

FF(PxT)U(TxP)— {0.1}is a flow function

The following conditions are met:

(HPNT=9,

(iPUT=0,

(iil¥x ePUT, 3y e PUT: F(x,y)# 0V F(y,x)# 0.
B.ForPN=(P.T.F) *t={peP|F(p.y=1}.t"={peP| F(t.p)= 1
are pre-places set, post-places set of t € T, respectively.

p={te TIF(t,p)=1},p = {te TIFp.0) =1}

are pre-transitions set, post-transitions set of p € P, respectively.
C.PN=(P,T.F)issimpleif¥x,y e PUT: ( *x = YAX =y ) x=y.
[n this paper only simple Petri nets have been considered.

Remark 1. Suitable form to describe PN is: PN = {t: (*tt) |forte T}

Definition 2.

A. [10] Marking of Petri net PN =( P, T, F ) is mapping m: P — N (or m € NP ), where
N=1{0.1,2 ...

B. P/T-system is 3-tuple PS = (PN, §, mg), where: PN = ( P, T, F) is Petri net. m, € NP\
{0} is a initial marking (where Vp € P: 0(p) = 0). 5: NPx T— — NP is a partial function
which describes behavior of PS so, that:

Vim.t) e domd:d(m, t)=(m— °t)+t*, where

Lpe *t .
‘P - {0,1}, "t(p) = {0 E&E o P = {011 8°(p) =

domd={(mt)e NPxT| *t<m}.

C. (notation)

-VIET: *t= {meM | (m, t)edom.§}.
SVEET: " = {meM|3m e*t: m = 8(m", 1)},
-VmEM: "m={teT|met"™}.
-VmEeM:m*™ = {teT | me*'t] .

-VmEM: Im[p={p€P|mp)>1}.

{1,pet’
0’peto.

Definition 3. [10] For every P/T-system PS = ( P, T. F, 8. my) set M of reachable
markings is defined as a minimal set, so that:

() my e M,

(i)vm'e NP: vt e T: [ ((m’, t)edomdAmeM)=>3m t)eEM].
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Definition 4. [10, 6] P/T-system PS = (P, T, F. . my) is called safe iff
Yme M:VpePm(p)< 1.
Only safe P/T-systems are used in this work.

Definition 5. TSP = (M., T, A, m,) is T(PS)-system generated by P/T-system
PS = (P. T. F. 8. my) if
(i) M is a set of reachable markings of PS,
(i) T is a set of transitions of PS,
(GNA={(mtm) EMXTXM|TN (m*™ N *m’) # @}
(iv) my is initial marking of PS.
An example of T(PS)-system is shown as follows in Fig. 1b.

Fig. 1. Graphical represcntation of P/ [-system PS = (PN. §,mq) with initial marking indicated
as a dot placed at place lawhere PN = {th: ({1}.{2.3}). £2: ({2}.443). 83 ({3}.{5}).
t4: (LA 150 (431.46)). t6: ({6}.47)). 170 (17}3.£3})} (a) and T(PS)- system
generated by PS. where states (markings) are describe as sets ot marked places (resp. to
Det. 2.C ) (h)

Theorem 1. [13] Every T(PS)-system PS = (P, T, F, 8. mg) generated by P/T-system is a
transition system in the sense of [8. 2, 3].

For this reason. T is being considered as a set of events, M as a set of states and A as a
set of transition between states. It is assumed that events in the system can be enabled or
disabled. It is a result of the internal system structure. P/T-system is fulfilling this role.
Nevertheless. this inner behavior can be subjected to the influence of outside events and
generates changes in the environment.

Definition 6. Interpreted P/T-system ( [-P/T-system ) is a 7-tuple IPS = (PS. XB. YB,
LX. LY &. A). where PS = (P, T, F, 8, my) is a P/T-system, XB = {0,13%, YB = {0,1}Y
are function sets describing appropriately the states of input signals X = { X, Xa,..., Xa},
and output signals Y = { y|, Ya..... y1 }- The set values of output signals Y is expanded to
set {0.1,-}.where - is “don’t-care’ symbol', than YB™ = {0,1, —}Y is an expanded set of
states of output signals.

LX: T = FB(X x{0. 1) is a labeling function of transitions. where for every t €T:
LX(t) is a boolean formula which consists of variables (x. i) € X x {0.1} and logical
operators: and, or.

" IEEE std 1164 for VHDL. [11]
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Ladder diagram

LD- P/T-systemem
Fig. 9. Ladder diagram for the neutralization tank system from example 1 and its 1.D-P/T-sy stem
eraphical model
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Algorithm for generating global states transitions diagram of closed loop system
consists of LD-P/T-system and the plant is presented in appendix B. State-transition
diagram. as result of the algorithm. is presented in Fig. 12. Examined Example 1 was
taken from [12]. The proposed there method of the generation state-transition diagram
for closed loop system for controlter-plant is based on the theory of difference equation.
Our result for the same example differs in the fact. that transition ((1.1. 0.0). (0.1.0,0.1))
= ((1,1,0,1). (0.0,1.0.1)) from diagram presented in Fig. 12, is missing in [12]. The LD
is simple, so it is easy to prove that the transition exists.

+star1/stcp

{(x5,1)} ul

(start/stop, 0) (start/stop, 1) u2

u3

u4d

us

x1

x2

x3

\ 4

x4

x5

{(u3.op

(X217 (x4, 1)8(%1.,1)

plant controller

Fig. 10. Closed loop system controller-plant for example |
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if fb==():

return True

elif fb!={() and len(fb)<=2:
return ev{w, fb)

elif len(fb)>2:
templ=EVAL(w, fb[0]}
temp2=EVAL{w, fb[1])
temp3=(templ, temp2, fb[2])
return EV{(temp3)

Module for sel: M x XB — 27

def fo(mark):
return {t for t in sorted(PN) if PN[t] {0} <= mark}

def SEL(w) :
return {i for i in sorted(LX) if EVAL(w,LX[i])==True}

def sel (mark,w):
return SELw(w)&fo(mark)

# fo(mark) = mark®

Module for stepTest: 25¢1™W) _;, (Trye, False}
def stepTest (TrSet) :
preTrSet=set ()
postTrSet=set ()
log=True
temp=tuple (TrSet)
templ=list (temp)
for i in range(len{temp)):
preTrSet .update (PN[temp[i]] [0])
postTrSet .update (PN [temp [i]] [1])
templ.remove (temp [i])
for j in templ:
b=PN[temp[i]] [0] &PN[j] [0]==set ()
c=log and b
log=c
templ=1list (temp)
return [log, preTrSet,postTrSet]
#stepTest(TrSet)[0] = log = stepTest(TrSet),
#PreTrSet = pre(TrSet) = Uierrser t, PostTrSet = post(TrSet) = Uerrsert”

Module for 8’ : M x XB — M U {('NONDETERMINISM for’, argl, arg2)}

def ExtTrans(mark,w):

TrSet=sel (mark, w)

if TrSet==set{():

return mark

elif TrSet!=set{) and stepTest (TrSet) [0} :

return (mark - stepTest (TrSet) [1]) | stepTest (TrSet) [2]
elif not stepTest (TrSet) [0]:

print ('NONDETERMINISM for', mark, TrSet)

return mark

Module for A: M — YB~

def lamb(mark) :
out_markl=set ()

for p in mark:
out_markl.update (LY [p])
return out_markl

def LAMBDA {mark) :
out_mark=lamb{mark)
temp={1i{0] for i in out_mark}
temp3=frozenset (Y)

templ=Y
templ.difference_update (temp)
temp2={(j,'-') for j in templ}

out_mark.update (temp2)
test={1i for i in temp3 if ({(i,0),(i,1)} <= out_mark)}



32 W. Zech, T. Puchalka

if test != set():
print ('LY incorrect for', test, mark)
return out_mark

Module for A(IPS) generating (breadth first_search method)’
From=RM={m}
Arcs={}

def XBnextM(Froml,NMl,Arcsl) :

for curr_mark in Froml:

for i in sorted(XB):

next_mark:ExtTrans(curr_mark,i)

NM1.update ({next_mark})

aa= (curr_mark, next_mark)

bb=XB[i]

if aa in Arcsl.keys({():

Arcsl [aa] .append (bb)

else:

Arcsl.update ({aa: [bb] })

return [NM1, Arcsl]

def XBreachM(From) :

NM=set ()

while len(From) > 0:

From = XBnextM(From,NM,Arcs) [0] .difference (RM)

RM.update (From)

return Arcs,RM
OutputMap={i:LAMBDA(i) for i in XBreachM(From) [1]}
princ ('Arcs =',XBreachM(From) [0])
print ('Outputs =',OutputMap)
Arcs = {(frozenset ({2, 3}), frozenset({4, S5})): [(0, 1, 1, 1), (0, 1, o, 1), (1, 1,
o, v, (1, 1, 1, 1), (0, 1, 1, 1), (0, 1, o, 1), (1, 1, o, 1), (1, 1, 1, 1)1,

(frozenset ({2, 3}), frozenset({2, 3})): [(0, 0, 1, 0), (0, 0, 1, 1), (0, 0, 0, 1),
(1, 0, 1, 1), (1, 0, 0, 1), (1, 0, 0, ©), (1, 0, 1, 0), (0, O, O, 0), (0, O, 1, 0),
(0, 0, 1, 1), (0, 0, 0, 1), (1, 0, 1, 1), {1, 0, 0, 1), (1, 0, 0, 0), (1, O, 1, 0},

(0, 0, 0, 0)), e

Outputs = {frozenset ({3, 4}): {(3, ©), (2, 0), (5, 1), (i, 1), (4, 0)},
frozemset ({2, 3}): {(2, 0), (5, 0), (3, 0), (4. 1), (1, 1), (4, 0)}, frozenset ({4,
6}): {(3, 0), (5, 1), (1, 0), (2, 1), (4, 0)}, frozenset({4, 7}): {(3, 0), (5, 1),
(1, 0y, (4, 1), (2, 0)}, frozemset({1}}: {(3, 0), (2, 0), (1, 0), (5, 0), (&, 0)},
frozenset ({4, 5}): {(4, 0), (5, 1), (1, 0), (3, 1), (2, 0)}}

B. Listing for global states transitions diagram of closed loop system

consists of LD-P/T-system and plant
(with using Python 3)
Specification of LD-P/T-system (controller) from fig. 10:
PNED={1:[{(1,0),(3,0)},{(1,1),(3,0)}1,2: .o} {0}, 3:0{1,1, 3.1}, {(1,0), (3
ML e {5, 00}, {(s, D L s {5, 1) ). {(5,0) }1.6: e, 0}, {e.D}1.7:1{(a, 1}, {(a.0)}
1,8:0{(2,0), (4,0}, (3,00 },{(2,1), (4,0}, B,0}1,9:{(2,1}.{(2,00}1,10:[{(2,1), (4,1},
{(2,0), (¢, )}1,11:({(2,1), 3,1}, {(2,0),(3,1) }],12: ({3,000, (4,0},{(3,1), (4,0)}],13:
HE.D {6,003 ,14: {3, 1.4,1)},{G3,0, (2, 1) }1}
Pl={(1,1), (1,0}, (5,1}, (5,0), (4,1), (4,0}, (2,1), (2,0), (3,1). (3,0)}
ml=frozenset({(1,0),(5,0),(4,0),(2,0),(3,0)h
IX1={1:(2,0),2:(2,1),3:(),4:((1,1),(2,1), 'and"),5: (1,0),6:((3,1), (2,1),'and"),7: (2,0
).8:((2,1),(4,0),'and"), 9: ({2,0), (4,1), 'or'),10: (), 11:(),12: ({(2,1), (4,1), 'and'), (1,
1),'and"),13:(1,0),14: ()}
LYI={'11':{(2,1)},'10':set (), '51" {(5,1)},'50 :set (), 'a1":{ (4,1)},'40" :set (), '21"': {(
2,1)},'20":set (), '31':{(3,1)}, 130" :set {) }
XBl:{O:(O, o, 0, 1),1: (1, ©, 0, 1), 2: (1, 1, 0, 1), 3: (1, 1, 0, 0), 4: (1, 0, 0,
0), 5: {1, 1, 1, 0), 6: (0, o, 0, 0), 7: (2, 1, 1, 1)}
Specification of I-P/T-system (plant) from fig. 10:
PNPL:{'ll':[{(1,0)},{(1,1)}],'10‘:[{(l,l), (2,0}, {(x.0), (2,0) }1, 7210 :[{(2,0), (1, 1)},
{e.n, @ nh, 20 0{(2,1), 3,0}, {(2,0), (3,00}1, 317 : [{(3,0), (2,1 },{(3,1), (2,11 }]
L300 :({(3,1) },{(3,0)}],'41':[{(4,0)},{(4,1)}],'40';[{(4,1)},{(4,0)}]}
Pp={(1,1),(1,0),(2,1),(2,0),(3,1), (3,0}, (4.1}, (4,0) }

? Idea of the method was adopted from [3]. which was used in generating reachable markings of
Petri nets
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mp=frozenset ({(1,0), (2,0), (3,0}, (4,00 })
IXp={'11':(1,1),'10":(3,1),'21*:((1,1},(2,1),'0r"),'20':((3,1),(4,1),'0or").'31':(2,1
},'30':(4,1),'41':(),'40': ()}

xBp={0: (0, 1, 0, 0), 1: (0, 1, 1, 0), 2: (0, O, 1, 0}, 3: (0, O, 1, 1}, 4: (O, 1,
1, 1), 5: (0, 1, 0, 1), &: (0, ©0, O, 1), 7: (1, 0, 1, 1), 8: (1, 0, O, 1), 9: (1, 1,
0, 1), 10: (1, 1, 0, 0y, 11: (1, O, O, O0), 12: (1, O, 1, 0), 13: (1, 1, 1, 0}, 14:
(0, 0, 0, 0), 15: (1, 1, 1, 1)}

Signal x5 is switched on (x5, 1) and omitted, since it is the one which is accepted only
in the initial state. For this reason transitions ‘60°,’61’ are not presented in the
specification. Transitions ‘50" and ‘51" are omitted also because the mixer does not

exert a direct influence on the state of the controller.
def nextLDstate(NLD,s,LXl):

#fitting marking of the LD-controller to state s[1]

markl={ (i+1,s[1] [1]} for i in range(len(s[1]))}

# i S

#LD-controller marking and output state updating according to

#sequence of rungs

TrList=sorted(LX1)

tt=TrList [0]

z=markl

while tt <= TrList[len(TrList})-1]:

if tt in sel({z,s[0],NLD,LX1):

nn = (z - NLD[tt][0]) | NLD[te] [1]

z=nn

else:

nn=z

ttl=tt+l

tt=ttl

mnl=nn

#fitting output of the LD-controller to new marking
mnllisc=list (mnl)

outrbdic={i[0]:1[1] for i in mnllist}

QutLD= [OutLDdic[i] for i in sorted(CutLbdic)l
OutLbl=tuple (OutLD)

#global state updating
sl=(s[0],CutLD1)
return sl

def nextPL_LDstate(NLD,NPL, s, NewStatesl, transArcl) :
#LD-controller reaction, storage of new global state and transition arc
z0=nextLDstate (NLD, s, LX1)
NN1.update({z0})
transBArcl.update ({ (s, z0)})

#fitting marking of the plant to state sl0]
markp={ (i+1,s[0] [i]) for i in range(len(s[01))}
TrSetp=sel (markp, s [1],NPL, LXp)

for t in TrSetp:

#next marking of plant

#no steps, since the reaction of the plant is slower than the controller reaction
new_markp=(markp - NPL([t][0]) | NPLI[t][1]
#fitting output of the plant to new marking
new_marklList=list (new_markp)
new_marklList.sort ()

OutPLdic={i[0]:i(1] for i in new marklList}
OutPL=[OutPLdic([i] for i in sorted(OutPLdic}]
OutPLl=tuple (OutPL)

#global state updating

z2=(OutPL1,s[1])

#LD controller reaction, storage of new global state and transition arc
# (for every new state of output of the plant)

z3=nextLDstate (NLD, z2,LX1)

NewStatesl.update({z3})

transArcl.update({(s,z3)})
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return NewStatesl, transArcl

From=ReachStates={s0}

transArc2=set ()
def Simage (NLD,NPL, From) :

NewStates=set ()

transArc=set ()

for state in From:
nextPL_LDstate (NLD, NPL, state, NewStates, transArc)
return NewStates, transArc

def ReachS (NLD,NPL, From) :

while From!=set():

temp=Simage (NLD, NPL, From) [1]

transArc2.update (temp)

From=Simage (NLD,NPL, From) [0] .difference (ReachStates)
ReachStates.update (From)

return ReachStates, transhrc2

print (ReachS (PNLD, PNPL, From} {1])

{ttaa, o, 0, 1), (1, 0, 0, 0, 1)), ((1, 0, 0, 0), (1, O, 0, O, 1}}), (({1, 0, 0, 1)
.1, 0, 1)), ({0, ¢, 0, 1), (0, 0, O, O, 0))), ({(1, 1, 1, 1), (O, O, ©, 1,

(o,

1)),

0},

(o, o, 0, 1, 1))),

(x, 1,1, 1, (0, 0, 0, 1, 1))), (((1, 1, 1, 1), (0, 0, O, 1, 1)), ({1, 1, 1,
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Summary: In the article we present Anomaly Detection System for recognizing
unknown threats in network traffic with the use of Matching Pursuit decomposition.
We proposed further improvements of presented anomaly detection method.
Efficiency of our method is reported with the use of extended set of benchmark test
traces. At the end we compared achieved results with different methods based on
signal processing. data mining and hybrid techniques.

Keywords: Anomaly Detection System, Matching Pursuit decomposition. Adaptive
approximation of signals

1. INTRODUCTION

Anomaly detection approach is a new, emerging trend for network security
especially for high-security networks (such as military or critical infrastructure
monitoring networks). Such networks are currently exposed to many threats due to the
fact that barriers between trusted and un-trusted network components do not
successfully protect critical parts of the cyber domain. Most IDS/IPS (Intrusion
Detection/Prevention Systems) cannot cope with new sophisticated malware (viruses,
SQL injections, Trojans, spyware and backdoors) and 0-day attacks. Most current
IDS/IPS systems have problems in recognizing new attacks (0-day exploits) since they
are based on the signature-based approach. In such mode, when system does not have an
attack signature in database, the attack is not detected. Another drawback of current IDS
systems is that the used parameters and features do not contain all the necessary
information about traffic and events in the network [1].

Intrusion Detection Systems (IDS) can be classified as belonging to two main
groups depending on the detection technique employed:
= signature-based detection,
= anomaly detection.

Anomaly Detection techniques rely on the existence of a reliable characterization
of what is normal and what is not, in a particular networking scenario. More precisely,
Anomaly Detection techniques base their evaluations on a model of what is normal, and
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paper we propose another signal processing and decomposition method for
anomaly/intrusion detection in networked systems. We developed original Anomaly
Detection ADS algorithm based on Matching Pursuit [29]. The general overview of our
Anomaly Detection System is presented in Figure |

3. ADAPTIVE APPROXIMATION OF SIGNAL FOR ANOMALY
DETECTION

Given an overcomplete set of functions called dictionary D = {gm,gyl, ...,gyn_l}
such that norm ”gyi” =1, we can define an optimal M - approximation as an

expansion. minimizing the error § of an approximation of signal f(t) by M waveforms
gy, called atoms:

§ = ||f(®) - TG wgy, |- (h

where functions g, € L*(R) and {¥i}i=12.m represents the indices of the chosen
functions gy, [12]. Finding such an optimal approximation is an NP-hard problem [13].
A suboptimal expansion can be found by means of an iterative procedure, such as the
matching pursuit algorithm.

3.1. Matching pursuit overview

Matching pursuit is a recursive. adaptive algorithm for signal decomposition [T1]
The matching pursuit decomposes any signal into linear expansion of waveforms witch
are taken from an overcomplete dictionary D. Signal f can be written as the weighted
sum of dictionary elements:

— yN-1
f = Li=0 aigyi + Rnfa (2)

where R f is residual in an n — term sum.
In the first step of Matching Pursuit algorithm. the waveform Gy, which best
matches the signal f is chosen. The first residual is equal to the entire signal R® = f.In

cach of the consecutive steps, the waveform Gy, is matched to the signal R™f, which is
the residual left after subtracting results of previous iterations:

R"f = Rn_lf ~ nGy,,- 3)
where
a, =(R"'f,g,) 4)
and
gyn =arg maxgyleD|<Rn_lf' g]q)lA (5)

When R™f is minimized for a given Gy,_,» the projection between the previous
residue and actual atom (R"7!f, Gy,_,) is maximized. Iteratively, we obtain for N
atom:

RVf = f—=3NR"f. 9,9, (6)

where R"f — 0 when N - oo [11][12]. This describes the decomposition process.
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Table 1. Detection Rate for W3D3 (FifthWeek. Day 3) [20] trace.

Network Trattic Feature To(t)‘rl‘la?:;r:l? of Dew(;’;;i;‘gl? ber ]aztt?[té%‘
ICMP flows/minute 68 50 73.52
ICMP in bvtes/minute 68 57 83.82
ICMP out bytes/minute 63 55 80.88
ICMP in frames/minute 68 60 88.23
ICMP out frames/minute 68 57 83.82
TCP flows/minute 68 38 55.88
TCP in bytes/minute 68 42 61.76
TCP out bytes/minute 68 24 35.29
TCP in frames/minute 68 32 47.05
TCP out frames/minute 68 33 48.53
UDP flows/minute 68 67 98.53
UDP in bytes/minute 68 63 92.64
UDP out bytes/minute 68 61 89.70
UDP in frames/minute 68 63 92.53
UDP out frames/minute 68 61 89.70

Table 2. Cumulative DR — detection rate takes into consideration attacks recognized by all traffic
features presented in Table [. Results were compared to results achieved for fifth test
week (Week3 Dav1-5) of [20] traces.

Test Days W3D1 | W3D2 | W3D3 | W3D4 | W3D35

DR [%] for all attack instances — DWT [19] 94.67 66.1 49.52 74.33 26.7
DR [%] for all attack instances MPMP
(Matching Pursuit Mean Projection) 100 100 100 100 100
DR [%] attack types i

? 1 . . 4.1
(DoS. U2R.R2L.PROBE) — DWT [19] 00 75 7143 | 8889 ) T
DR [%)] attack types
(DoS. U2R.R2L.PROBE) - MPMP 100 100 100 100 100
(Matching Pursuit Mean Projection)

Table 3. Matching Pursuit Mean Projection - MP-MP for TCP trace with DDoS attacks (20 min.

analysis window).

TCP trace (packet/second) | Windowl Window2 | Window3 MPMP MPMP for
CAIDA [22] MPMP MPMP MPMP for trace | normal trace

Backscatter 2008.11.15 147.64 414.86 368.25 315.33 155.76

Backscatter 2008.08.20 209.56 162.38 154.75 157.38 1535.76

Table 4. Matching Pursuit Energy parameter for TCP trace with DDoS attacks (20 min. analysis

window).
TCP trace (packet/second) | Windowl Window?2 | Window3 Euo E for
CAIDA [22] Eqw Ego Eq for trace | normal trace
Backscatter 2008.11.15 4.52e+7 3.51e+8 2.16e+8 2.01e+8 4.75¢+7
Backscatter 2008.08.20 9.5de+7 4.27e+7 5.376e+7 | 6.76et7 4.75¢+7










* Network traffic feature: TCP byte in . ICMP flows: FPR = 13%, DR = 100%,
* Network traffic feature: TCP byte in, TCP flows: FPR = 15%, DR = 1005,
* Network traffic feature: TCP flows, UDP flows: FPR = 20%;. DR = 100%.

It can be noticed that overall detection rate depends on set of network traffic features.
Different sets of traffic features did not allow to achieve better DR and FPR.

6. CONCLUSIONS

In the article our developments in feature extraction for Intrusion Detection systems
are presented. We showed that Matching Pursuit may be considered as Very promising
methodology which can be used in networks security framework. Upon experiments we
may conclude that mean projection and energy parameter differs significantly for normal
and attacked traces. Therefore, our system easily detects attacked traffic and triggers an
alarm. The major contribution of this paper is a novel algorithm for detecting anomalies
based on signal decomposition. In the classification/decision module we proposed to use
developed matching pursuit features such as mean projection and energy parameter. We
tested and evaluated the presented features and showed that experimental results proved
the effectiveness of our method. We compared our solution to different ADS systems
based on signal processing, data mining and hybrid algorithms.
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Summary: Magnetic resonance imaging study is currently the reference method for the
detection and diagnosis of the central nervous system tumors. A large number of
tumors. especially high-grade. has a higher water content in the cells. which results in
prolongation of MRI T1 and T2 what appearance as increased signal intensity in in
T2-weighted images and the reduction in T1-weighted images. MRI can be performed
with administration of contrast agent. which shortens T1 and increases signal on T1-
weighted sequences. This allows to identify areas of increased angiogenesis). which is
the exponent of the cancer malignancy degree and its biological activity. Obtained
MRI images are analyzed and evaluated by a radiologist and a clinician. Most of the
time it is the “by the eye™ analysis. which is based on the MRI image evaluation by
the generally accepted radiological standards. However. this method is relatively
inaccurate. which in turn can bring to the wrong diagnosis of the disease and
implementation or cven lack of implementation of appropriate treatment. More and
more researches are conducted in this area. but developed methods are usually very
complicated and difficult to carry out by the "layman™ which is the clinician. That is
why the attempt is made. to develop a simple and clear algorithm for MRI image
analysis in patients with the central nervous system tumors. allowing for quick and
objective evaluation of magnetic resonance imaging study.

Keywords: tumor. MRI image, angiogenesis. image analysis

1. TUMORS OF THE CENTRAL NERVOUS SYSTEM

Central nervous system tumors are approximately 1.5% of all cancers occurring in
the human body, but their incidence is still increasing. Globally, the incidence of deaths
due to intracranial tumors is estimated to be approximately 2.3% of all deaths due to
cancer. 70-75% of them are primary tumors, and 20-25% are metastatic tumors. Due to
the specific structure and functions of the brain, central nervous system tumors differ
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The new method can help to facilitate the work of both radiologists — the assessment of
MRI images, and clinicians — when planning treatment, monitoring the disease and
predicting prognosis for patient survival. Due to its simplicity and fast, direct obtaining
of concrete results, it can also be used by those less experienced in the analysis of
magnetic resonance images.
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ANALIZA OBRAZU MRI U CHORYCH Z GUZEM OSRODKOWEGO
UKLADU NERWOWEGO — PROBA OPRACOWANIA ALGORYTMU
POSTEPOWANIA

Streszczenie

Badanic metodg rezonansu magnetycznego jest aktualnie metoda referencyjng
przy wykrywaniu i diagnozowaniu nowotworéw centralnego ukladu nerwowego.
Duza czgs¢ nowotworéw, zwlaszcza o wysokim stopniu ztosliwosci. charakieryzuje
si¢ wigkszg zawartoscig wody w komorkach, co w badaniu MRI skutkuje wydhu-
zeniem T1 1 T2. uwidocznionym jako nasilenie sygnalu w obrazach T2-zaleznych
oraz jego obnizeniem w obrazach Tl-zaleznych. MRI mozna przeprowadzié
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z podaniem Srodka kontrastowego. co powoduje skrocenie czasu T1 i podniesienie
svenatu w  sekwencjach  Tl-zaleznych. Pozwala to zidentyfikowa¢ obszary
wzmozonej angiogenezy. kiora jest wykladnikiem stopnia ztosliwosci nowotworu
oraz jego aktywnoscei biologicznej. Otrzymane obrazy MRI sa analizowane oraz
oceniane przez radiologa. a nastepnie klinicyste. Najczeseiej jest to analiza ..na oko™
i opiera si¢ ona na ocenie obrazu MRI z ogolnie przyjetymi normami radio-
logicznymi. Jest to jednak metoda stosunkowo niedokladna. co sprawia. iz otrzymane
obrazy MRI mogg zosta¢ ocenione w spos6b niewlasciwy. co z kolei moze przyczynié
si¢ do postawienia zlej diagnozy co do choroby pacjenta i wdrozenie lub wrecz brak
wdrozZenia odpowiedniego leczenia. Prowadzonych jest coraz wiecej badan w zakresie
wpronadzenia skomputeryzowanego algorytmu stuzacego do oceny badania MRI.
Jednak wypracowane metody sa najczesciej bardzo skomplikowane i trudne do
przeprowadzenia przez .laika™ jakim jest klinicysta. Wlasnie dlatego podjeta zostata
proba opracowania w miar¢ prostego i czytelnego algorytmu analizy obrazu MRI
u pacjentow z chorobg nowotworowa centralnego uktadu nerwowego. ktéra pozwoli
na szybka i obicktywna ocene badania rezonansu magnetycznego.

Stowa kluczowe: nowotwory. obrazowanie MRI, angiogeneza. analiza obrazu
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